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Exhaustive testing to detect software errors constantly demands more time within
development cycles. Software errors with catastrophic consequences have often
pushed forward innovations in software analysis and testing. For example after the
explosion of Ariane 5 the code analysis tool PolySpace was introduced which could
have detected the fault in advance.

Different standards for diverse markets are perpetually updated and changed to
increase the safety of complex systems including software: IEC61508 (“Functional
safety of electrical/electronic/programmable electronic safety-related systems
(E/E/IPES)”), ISO CD 26262 (,Road vehicles - Functional safety”), DO-178B
(“Software Considerations in Airborne Systems and Equipment Certification®),
ISO/TS 16949 (specification for quality management systems), DIN EN 62304
(“Medical device software - Software life-cycle processes”), IEC 60601-1 (safety
specification for medical devices) etc. These standards have a tremendous influence
on the development cycle and especially on the amount of testing.

The following article covers a small portion of a test process — the so called Code
Coverage. Code coverage is mostly used to detect dead code and thus non-tested
code that may result in an unwanted behaviour of an application. We will focus on
object code level coverage, an approach to analyze software based on a combination
of hardware and software mechanisms.

The Use of traditional Development Tools for Testin g

Today's development tools have to be more flexible than ever. An example for that
are in-circuit emulators (ICEs) and on-chip debuggers (OCDs). In the past micro-
controller experts used ICEs/OCDs for low-level embedded systems software
development only. Today exactly the same tools can be found in different situations
of the development cycle as an interface to the target hardware used to emulate,
implement and test software.

Besides being the interface to a target hardware an ICE or OCD with trace offers
functions for professional software error detection and software testing. One part of
this is code coverage analysis. Code coverage is a method to assess the quality of
test runs. Based on this evaluation new test cases are deduced, redundant test
cases are eliminated and inefficient test cases are changed or replaced. This
approach leads step by step to a code coverage measure defined by company
quality criteria or by national/international standards. Code coverage analysis is a
technique to evaluate the quality of the whole test process during product
development and by that to indirectly improve the quality of the complete product.
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Prerequisites to Measure Code Coverage

There are several ways to measure code coverage: based on source code (e.g., C or
C++) or based on object code (assembler). Tools that work on source code
instrument the code to measure code coverage during runtime. For embedded
systems code instrumentation is seldom an option. Very often resources on hardware
are not sufficient. Instrumented code changes the runtime behaviour of an
application, which may have a negative effect on the overall coverage result.
Analysis on object code runs on the code loaded in the real target hardware. To
measure code coverage a hardware tool connected to the target records the
activities on the CPU buses (commands and data, external signals including time
stamps). With this information it can be proved in object code whether code has been
executed or not. This functionality is called tracing. Tracing is available through an
ICE and also through an OCD, but the OCD interface has to have at least one code
trace port to reconstruct and measure code execution. Preferably is the usage of
microcontrollers that implement on chip debug cells like NEXUS or ETM.

How to build a Coverage Tool according to the Quali  ty of a Debug Interface

To accomplish code coverage analysis based on object code, an ICE or a high
quality OCD is necessary.

With an ICE the trigger and filter logic has direct access to the CPU bus. Extensive
trace functions can record the unfiltered address, data and control bus (see pic. 1,
left) or use the complex trigger and filter logic of the emulator. An emulator can only
be built if the microcontroller manufacturer produces a so called bondout chip or a
chip that can run in a special mode, so that access to all buses is available. Code
coverage is feasible with an ICE in all varieties (see also last paragraph of this
article).

On-chip trace (NEXUS, ETM, trace buffer or special trace ports) was introduced
because of the challenges of constantly increasing miniaturization, integration and
speed of microcontrollers. Due to the integration of the whole memory on the chip an
external bus is no longer needed. This reduces the number of pins while increasing
the maximum internal clock frequency. Unfortunately most comfort of an ICE is lost.
Especially code coverage is very time limited.
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Picture 1: Extensive trigger and filter logic on an ICE (left) and the “simple” On-Chip logic of NEXUS or
ETM (right)

Current Nexus and ETM implementations cannot completely replace the ICE trace.
But sophisticated technologies integrated in modern tools (see pic.2) allow the usage
of almost all runtime analysis functions on NEXUS or ETM on-chip trace. This is also
true for code coverage analysis.
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Picture 2: The RTR FPGA reconstructs the CPU bus in real time. RTR is RealtimeTrace
Reconstruction and is a function of the development tool to enhance the trace quality in general.
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Comparison of ICE, Nexus/ETM-Interface and Real-tim

(RTR)

e Trace Reconstruction

The following table compares the complex real-time analysis functions available on
an ICE, an On-Chip trace implementation based on Nexus/ETM with and without an
additional FPGA used in the tool hardware.

ICE Nexus bzw. ETM RTR FPGA
Trace Triggering Complex Basic On-Chip Complex
Trace Filtering Complex Basic On-Chip Complex
Trace Time Stamp FULL Distorted Distorted
Execution Profiling YES Time limited YES
Data Profiling YES Limited number of objects Limited number of objects
Execution Coverage YES Time limited YES
Data Coverage YES Time limited (*) YES (*)

Table 1: Comparison of high-end test functionality depending on the quality of a debug interface

(*) is available in distinct areas and if Nexus/ETM has enough bandwidth

Code Coverage Analysis based on Source Code and Obj

ect Code

Based on source code there are 4 different ways of code coverage each requiring a
different number of test cases: Statement or Execution Coverage, Decision or Branch
Coverage, Path Coverage and Condition Coverage.

Statement or Execution Coverage checks if every instruction has been executed at
least once. 100% Statement coverage confirms that there is no code that has not
been executed. But this does not cover the context of the code e.g. if/else
instructions where only one branch can be executed in a single test. Here could be
an undetected fault despite 100% statement coverage.
Due to that Decision Coverage tests are used to check if all code branches
dependent on a true/false decision are executed.
To check not only that boolean expressions in control structures have been tested
but every possible path in every function Path Coverage is used. Complete path
coverage testing means every possible way from the entry to the exit.
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Picture 3: Code Coverage Analysis on object code is first conducted on assembler and then
transferred to source code level. In this picture according code is flagged with coloured caskets and
branches with small arrows.
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Hierarchical conditions are reviewed by the Condition Coverage test. Boolean
conditions are checked with true and false, multiple conditions are tested with every
atomic condition set to true and false.

Source code based tools in combination with code-analysis tools support the creation
of test cases in a half automated manner. At least there is description of how test
cases should look like and how many test cases are necessary to achieve distinct
code coverage measures.

If object code based tools are used simultaneously, the same test cases can be used
and both results can be crosschecked.

Picture 4: Code coverage analysis documentation is essential to prove test quality. In this example the
results are also shown on address level.

Object code level coverage is “limited” on statement and decision coverage. On this
level the code consists of assembly statements and branch commands only. Another
difference to source code level analysis is that on object code the analysis is
conducted on optimized code which means that source code and object code are no
longer identical.

To achieve a comprehensive code coverage analysis source code level analysis as
well as object code level analysis is necessary.
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Conclusion

Software tests constantly demand more design costs and time within a development
cycle. Today it is extremely important to detect and fix a software bug as soon as
possible. The requirements of code coverage analysis are increasing for avionic,
automotive and medical systems. This is not only true for statement level but also for
decision and condition level code coverage. Object code level coverage analysis is a
convenient method to test as close as much on the final product. To achieve this, the
capabilities of the debug interface of the microprocessor should be evaluated at the
beginning of development. Object code level analysis can be done with the same tool
that is used for development. Ideally source code and object code level analysis are
used and both results are crosschecked.
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